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UserGate Mail Server - 3T0 poCCUIACKIA MOYTOBBIN CepBEp, ABAAIOLMNCA KO-
HOMMYHOW 1 MPOCTOW B yNpasneHun anstepHateoin Microsoft Exchange.
MpoayKT pas3paboTaH Ana Manoro 1 cpefiHero busHeca 1 NpefoCTaBAAET aHTH-
BUPYCHYIO U aHTUCNaM-QUABTPALIMIO SNEKTPOHHOW NOYTbI, @ TaKXKe LUIMPOKU
Habop GYHKUWI, CBA3aHHbIX C OpraHmn3aumen paboTbl 3M1EKTPOHHOM NOYTbI.

Yno6Hoe B ynpaBneHumn
pelieHne Ha 6a3se
OCWindows

UserGate Mail Server - 3To NoYTOBbIN
cepBep, ABNALMACA anbTepHaT-
Bow Microsoft Exchange 1 gpyrum
NOMNyNAPHbIM NOYTOBbIM PELLEHVIAM.
MponyKT obnaaaeT MOy bHOM
CTPYKTYpOW, UTo 0becneyrBaet
BbICOKYIO HA[IEXXHOCTb PaboThbl Mpu
3KOHOMHOM MOTPEONeHUM CUCTEM-
Hbix pecypcoB. UserGate Mail Server
NpOCT B YCTAHOBKe U B aAMUHNCTPYI-
POBaHMK, YTO AeNaeT BO3IMOXKHObIM
MCMOMb30BaHMe NPofdyKTa KoMma-
HUAMI CaMOTO Pa3HOro pa3mepa.
MponyKT obecrneunBaeT KOMMNaHMM
CpeaHero v mManoro brsHeca BCem
HeobxoanMbIM QYHKLVOHANOM

015 obecrneyeHma 6e3onacHoCTu

N OPraHV3aLnm KOprnopaTUBHOM
nepermncku.

e

UserGate Mail Server

NMoppep’kka HECKONbKNX
NOYTOBbIX K/INEHTOB

UserGate Mail Server noszsonset
1CMOSb30BaTh MOObIE MOYTOBbIE KNN-
eHTbl Takue, Kak, Hanpumep, Windows
Mail, Outlook, Thunderbird 1 Eudora.
Tak1m 06pa3om, paboTa NoYTOBOro
cepBepa OCTaeTCs He3ameTHOW 1A
nosb30BaTenel, KoTopble MOryT Npo-
[O/KaThb MCMONb30BAHME MPUBbIUHBIX
MOYTOBbIX MPUNOXEHNI. B mobom
ClyyYae BO3MOXKeH [JOCTYM K nouTe
yepes CO6CTBEHHbBIN BEO-KNNEHT
(UserGate WebMail), 4yto moxeT

6bITb YAOOHBIM AA [OCTYMa K MoyTe
C MOBUIIBHBIX YCTPOMNCTB, TaKMX Kak
MAaHLLeTbI.

DNS-based filtering K/\SI’TRSKV g
Statistical filtering Si= g

Cloud antispam
Cloud antivirus

besonacHocTb
3NIeKTPOHHON NOYTbI

BcTpoeHHble MOfy M aHTUBUPYCHOM

1 aHTUCNam GunbTpaLmm obecneynsaroT
CepbesHyto 3alWTy OT COBPEMEHHbIX
UHTEPHEeT-yrpo3. PaboTa AaHHbIX MOaynen
OCHOBAaHa Ha VCMosb30BaHKK 001a4HOro
CepBuCa, CofePKalLllero CUrHaTypbl BCEX
aKTyasbHbIX CNaM-PacChiOK ¥ BUPYCOB.
UserGate Mail Server cnocobeH obecne-
UMTb 3aLUTY He TONbKO OT BMPYCOB, HO

1 OT GULLINHIA, @ TaKXKe OT PasfINUHbIX CXeM
MOLLEHHWYECTBA, OCHOBAHHbIX Ha MeTOAax
COUMANbHOW NHXMHepUW. [TpOAYKT Takxke
CKaHMPYeT BCe CChIfIKM B COOBLLeHMM, Mpo-
BepAa 1x 6e30MacHOCTb. 3anaTeHTOBaHHas
TeXHOMOMMsA NOWUCKa Cnama B NMoYTOBOM
Tpaduke RPD (Recurrent-Pattern Detection)
obecneunBaeT ypoBEHb AeTEKLMM CNamMa
0oKoNo 99%, NnoafepKMBan KpamHe HN3KNN
YPOBEHb JTOXXHOIO CPabaTbiBaHWsA - MeHee,
4yem oAHo Ha 1,5 MUIMOHA COODLLEH M.

CKkauyvBaHue NoYTbl C
HEeCKONbKNX JOMEHOB

B UserGate Mail Server peanvsoBaHa
BO3MOXHOCTb OO6BEAVHATD MOUTY

C HECKOMBbKMX JOMEHOB, BKl0YadA yueTHble
3anmncK CepBrcoB 6eCMNaTHON NEKTPOH-
HOW MouTbl, Takmx Kak mail.ru, yandex.

ru, gmail.com, hotmail.com, nouToBbI
aKKayHT NpefoCcTaBnaemMbli UHTEpHeT-
npoBangepom v T.4. lNpeacTaBneHHbIn
bYHKUMOHaN NO3BONAET MHTErPUPOBATb

1 NepeHOCUTb B OfIMH MOYTOBbIN AWK
noboe KoNMYeCTBO BHELIHWX afiPEeCOB.
[Mpy MUFPaLIMNM C OAHOFO MOYTOBOrO Cep-
Bepa Ha ApYron CylecTByeT BO3MOKHOCTb
noyYyaTb MOYTY C YCTapeBLUMX YUETHbIX
3anucen.

MopaepKa pasnnyHbIX
NMOYTOBDbIX K/INEHTOB

3awuTa OT HeXxenaTesbHOWN
nouTbl

OenernpoBaHue
aKKayHTOB

be3onacHOCTb 31eKTPOHHOMN
nouTbl

O npopaykre

UserGate Mail Server - 310 nonHo-
GYHKLUMOHaNbHbBIA NOYTOBbIN cep-
Bep, obecrneurBaloLLmiA yrpaBneHmne
KOPNOPaTUBHOWM 3N1EKTPOHHOM
MOUTOW, ee XPaHeHNe, 3aLnTy OT
cnama v Bupycos. NpoayKT nogaep-
MKMBAET KOHLIEMLINIO MCMOSb30BaHNA
COOCTBEHHOrO YCTPOKCTBa (Bring
Your Own Device - BYOD), a Takxe
NpenocTaBnsaeT Takom yHKLMO-
Has, Kak pe3epBHOE KOMMPOBaHMe
COObLIeHNI, MOAAEPKKY PaboTbl

C BHELWHUMM MOYTOBbIMM ALLIMKA-
MW, B TOM Ymcne 1 6ecnnaTHbIMN
(mail.ru, yandex.ru, gmail.com v gp.).

OcHOBHble PpyHKL N

- yﬂpaBﬂeH\/le AOMeHamMn

* CvHXpOHM3auma c Active
Directory (LDAP)

= YHaneHHbIn 4oCTyn

ﬂOCT\/I_I K TouTe Yepe3 BEO-KNMEHT

maneHHme YYeTHble 3anmncu

CrMCKM pacchinkm
= [VbKasa cucTema nNpasun

= [logpepka NPOTOKONOB
SSL, POP3s, SMTPs 1 IMAP

= AHTVBMPYCHas 3alyMTa
= O6nayHble aHTUCMaM M aHTUBMPYC

= Cepble CNUCKN An1s
60pbObI CO Cramom

= [lHamMnuyecknin «<4epHbIn
Cnncok» IP-agpecos cnamepos

= TexHonoruv GunsTpaumm ana
obHapyxeHwuA cnama: tarpitting,
SURBL, DNSBL, RHSBL, SPF 1 Bayes

= ApPXMBMPOBAHME AaHHbIX
= [lpy’KecTBeHHbIN UHTepdeiic

= Het cneundumyeckmx
TpeboBaHWM K annapaTHOM
1 MPOrPaMMHOM YaCTAM

= ObnayHble TeXHOMOr N

= 3arpy3uuK nouTbl

www.entensys.ru | sales@entensys.ru




"UserGate il server

OyHKynoHanbHocTb UserGate Mail Server

[NoyToBbLI CepBep ObManaeT
MOJYIbHOW CTPYKTYPOW, UTO
NOBbILLAET OTKAa30yCTONUMBOCTD
npofayKTa.

UserGate Mail Server nognepxu-
BaeT MHTerpaumio B JomeH Active
Directory, Tem cambiM 0bneryas
3afavy aoMUHUCTPNPOBAHWA
CUCTEMBI.

[TOMMMO 3TOTO MPOrpamMmmMHoOe
peLeHve No3BONAET NCNOMNb30-
BaTb CMNCKX PACChINKKM, GYHKLMIO
«ABTOOTBETS M THTETPALIN0

c IMAP-nankamum.

AoMUHUCTPUPOoBaHKe UserGate
Mail Server BbinonHsaeTcs yepes
BeO-KOHCOMb aAMMHUCTPATOPA.

BcTpoerHbIv BeG-KIMeHT

APeAoCcTaBAAeT BO3MOKHOCTE MONHO-
LIeHHOW paboTbl C nouTol Yepe3 Hpaysep,
B TOM UKCSle, CO BCTPOEHHbIM MIaHUPOB-
WMKOM 3afjay 1 Npasmnamm 06paboTku
COOOLLEHNI.

DyHKuMs «[lenervpoBaHue» No3eonseT
OTKPbITb APYIMM MOMb30BaTENAM AOCTYH
K KOHKPETHOMY MOUYTOBOMY SALLVIKY Yepes
BEO-KNEHT.

UserGate-Mail-ServernosgonaeT3arpyxats
nouTy C N0ObIX-POP3-akKayHTOB-M-pacrpe-
[ENATE NOMyYeHHbIE MUCbMa MO ALMKam
nonb3osatenen. OyHKUMA «3arpy3ymk
NOYTbl» yA0OHa AN8 NPOCMOTPA IMYHOM

11 KOPMOPATUBHOW MOYTHI C HECMNATHbIX
ALMKOB (Hanpumep, @mail.ru, @yandex.ru)
VI C APYrVX BHELIHUX CEPBEPOB,

UserGate Mail Server nopaepKnBaeT HECKObKO MeToA0B GUAbTPaLMM Crama:

= dunbTpaumna Ha ocHose DNS (DNSBL, RHSBL, Backscatter, MX, SPF, SURBL),
= dUNBTPaLMA Ha OCHOBE PacrpeAeneHHOro OHMaiiH cepaica (0bnayHblil aHTCnam),
= dUNBTPaLUMA Ha OCHOBE CTaTUCTUKM (COBCTBEHHAA peanw3auma dunsTpaumum baiieca).

Kpome a1oro, UserGate Mail Server BbinonHaeT KoHTponb SMTP Ha cooTeTcTBuME RFC,
MO3BOJIAET OrPaHNUNTb MaKCUMASbHbI Pa3mep NMCbMa, MakCUMabHOe KOMYECTBO

nonyvatenem n T.n.
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O6nayHble aHTUCNAM U
aHTUBUPYC

MakcrmanbHas
3aluMTa OT cNama

A aHTUBMPYCHOV TPOBEPKI cooblie=
HWUI B MPOrPamMMHbIV MPOAYKT BCTROEHDI
moaynu ot Kaspersky Lab 1 Panda
Software, a Takxe Mofysb 06nauHbli
AHTUBUPYC. AHTVBMPYCHbBIE MOAYN
MOryT OblTb MCMOb30BaHbI Kak Mo
OTAENbHOCTW, TaK 1 OAHOBPEMEHHO,
BbINOMHAA NOC/e10BaTENbHYIO MPOBEPKY
MOYTOBbBIX COOOLLEHWIA.

ApXuBaLMA NOYTOBBIX COOOLLEHNI
MO3BOMAAET COXPAHATH KOMUI BCEX
FOCTYRAIOLLUX-COOBLIEHUIA-ELie 0
BbINOMHEHWNA aHTUCHAM- U aHTUBUPYC-
HOW dunbTpaLmm. Konum coobuleHn
HOMELLAIOTCA B CHeLManbHytO MankKy.

B HacTporKax apx1BaLi MOKHO
BbIOPaTh HaNpaBrieHe (TONbKO BXO-
aauivie, TONBKO ycxoadLe un 06a
HanpaBneHVs) 1 yKa3aTb afpeca UCKIo-
yeHW. [1py HeoOXOAMMOCTY, Ganbl

13 Marnku apxnea MOXHO NepemMecTuTb

B Manky ouyepen BXOAALMX COOOUIEHNI.
B 3TOM Ciydae NoYTOBbIN CEPBEP BbINO-
HWT NOBTOPHYI0 06PaboTKy 1 1OCTaBKyY
COOOLLEHWI.

Bknagka «KypHan coobuieHnin» B KOH-
conun agMmnHucTpaTopa UserGate Mail
Server npefocTasndeT MHGOPMaLMIO
000 BCex CoobLLeHMAX, 06paboTaHHbBIX
cepBepoM. AMMHNCTPATOP NOYTOBOrO
cepBepa MoXeT UNLTPOBATb CTaTU-
CTMKY MO faTe, Mo CTaTycy 00paboTKu
(00CTaBNeHO/3abA0KMPOBAHO) NI

no afpecy coobleHnsa, MOMeCTUTb
COOOLLIEHNME B «UEPHDBIN» UK B «Benblii»
CMWCOK, MOMETUTb COODLLIEHME Kak CMam
WA BBINOMHUTD «NPUHYAUTENBHYO»
[OCTaBKY.

UserGate Mail Server npepoctasnsaet
NHbOPMaLIMIO 060 BCEX COODLLEHNAX,
06paboTaHHbIX MOYTOBbBIM CEPBEPOM.
MOHUTOPVIHT COOOLLEHMI MO3BONAET
BbINMOMHATL GUABTPALMIO MO faTe, Mo
CTaTycy 0bpaboTkn (nocTaBneHo/
336710KMPOBAHO), 10 aipECy NCTOYHMKA
VAW HasHaUeHWs, BBINOAHATD Npu-
HYIUTENbHYIO OTMPaBKY COODLLEHNA,
3abMOKMPOBAHHbBIX KaK Cram, a TakKe
CO3[aBaTh CMUCKM UCKMIOUEHNI.
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