"UserGate veb Filter

UserGate Web Filter o6ecneunBaeT NoOSIHOLEHHYIO UHTEPHET-
dunbTpauuio ana nobbix NpeanpuATUi, 06pa3oBaTeNbHbIX YUpeXaeHUN,
WHTepHeT-NpoBalaepoB 1 Touek nybnuuHoro Wi-Fi poctyna.

MpoaBuHyTanA 3awmra
OT UHTEPHET-yrpos3

UserGate Web Filter obecneun-
BaeT OIOKMPOBKY OT OMacHbIX
CalNTOB, CBA3aHHbIX CO BCEBO3-
MOXHbBIMM MHTEPHET-YrPO3amMi,
TakUMU Kak QULLIKHT, TROSAHBI,
Kelinorepsl, 6G0OTHETHI 1 NpoyKe.

bonee Toro, B pelweHnn npea-
CTaB/IeH BCTPOEHHbIN aHTUBMPYC,
UTO MO3BONAET CKaHVPOBaTb
BECb 3arpyKaeMblil KOHTEHT.

MogynbHasa CTpyKTypa [aeT nyullyto
B OTPac/n paboToCnOCOOHOCTL

3a CYeT MaKCVIMasbHO HU3KOTO
noTpebneHna Takmx pecypcoB Kak

- namaTb, CPU 1 wnpurHa KaHana.

UserGate Web Filter

KOHTpOﬂb ncnonb3oBaHUA
NHTEepHeTa

OB6LLEN3BECTHO, UTO COTPYAHVKM, UMEIOLLME
[OCTYN B UHTEPHET, TPATAT CyLLIeCTBEH-

HYyI0 YaCTb CBOEro paboyero BpemeHu Ha
obLeHe B COLMalbHbIX CETSX, UTeHne
6/10r0B, CMIOPTUBHbIX Y HOBOCTHBIX
PECYPCOB 1 MpoYMe passeyeHus.

B utore nopo6Han Hellenesas TpaTa Bpeme-
H MOXET CEPbE3HO BAUATL Ha NPO/YK-
TUBHOCTb 1 3QGEKTUBHOCTb PAbOTHI.

OpHako, Koraa nosb3oBaTesb OCO3HaeT,

UTO MCMONb30BAHNE VM UHTEPHETA MOXKET
KOHTPONIMPOBATBLCSA, OH C 6OMbLLEN BEPOAT-
HOCTbIO CTaPAETCA OrPaHNUNTL CBOE BPEMS,
NoTPayeHHOe Ha MPOCMOTP He OTHOCA-
WMXCA K paboTe MHTePHET-PeCyPCoB.

Advanced
Threat
—=a— Protection

BapuaHTbl NOCTaBOK: BUPTYasbHbI 06pa3, NporpamMmHO-annapaTHbIi KOMNIeKC

KoHTponb noceweHuna
coLMaNibHbIX CeTeln

UserGate Web Filter obecneunsaet
KOHTPO/b MOCELLEHWA COLMATNbHbIX CETENA.

Taknm 06pa3oM, aAMUHMCTPATOP
MOXET B LieNIoM NpefoCTaBUTb AOCTYN
K Tak/MM pecypcam Kak BKoHTakTe,
OpHaknaccHuku, Facebook, LinkedIn,
Instagram, Foursquare, nnu Twitter,
HO BNOKMPOBaTh BCE COOOLEHNA
copepalyme cnosa unm dpassl 13
Taknx MOpPdONOrMYecKmx cioBa-
pel, Kak «[lopHorpadusy, «Mnoxvie
CNoBa», <HapKOTNKIW», «A3apTHble
Wrpbl», NMOO CNoBapeit, Co3aan-

HbIX CAMUM aiMUHUCTPATOPOM.

UserGate Web Filter obecneunBa-

€T BO3MOXXHOCTb OTOKNPOBKM UIp

B COUManbHbIX ceTax 6e3 6oKMPOBKM
PabOoTbl CaMUX COLIMAMbHbIX CETEN.

3awumra nepcoHalNbHbIX AaHHbIX

Co6niogeHue
KOPMOpPaTUBHbIX NONINTUK

UserGate Web Filter no3sonsaet KoHTponMpo-

BaTb JOCTYN K OTAENbHbIM CaliTaM, KOHTEHTY
Web 2.0, 3arpy3kam 11 MOTOKOBOMY BU1AEO.

[poAYKT NO3BOSIAET CO3AaBaTh Npasn-
na AnA OTAENbHbIX MoMb30BaTeNen nm
rpynn nonb3oBaTenel, JaBas Kaxjom
3 HUX ONPEAENeHHbIe Pa3peLleHNs,
KaK B nyaHe JOCTyna K Tem Uan UHbIM
BWaM KOHTEHTA, Tak 11 MO BpeMeHM.

[laHHble pa3peLueHna nnv 3anpeTsbl MoryT
3aTparnBaTh pa3BnekaTesbHbIN KOHTEHT,
obLLUeHMe B COUManbHbIX CETAX, MocelleHne
LPYIVX HeXenaTeNlbHbIX KaTeropuii CaTos.

UserGate Web Filter moxeT Takxe
3ddeKTVBHO ONOKNPOBATb HE3AKOH-
HbI KOHTEHT B LieniAx obecneyeHus
TPeOOBaHW Pa3ANYHBIX 3aKOHOB.

UserGate Web Filter obecneurBaeT 3aLUmTy nepcoHanbHbIX AaHHbIX, O0KMPYA CKPbITOe oTCe-

AKMBaHMe COOkie-d)aIZJ'IOB 1 NAArMHOB Ha MHOTVIX CalTax 1 npenoTBpallad nepedadvy nepcoHasb-

HbIX MOSIb30BaTe/IbCKNX AaHHbIX COLUMaNbHbIMK CETAMM MOC/1E NPEeKpPaLleHnA pa6OTbI C HAMW.

CooTeetcTBMNE TPe6OBaHNAM
®3-139 n ®3-436

MNoppepxkKa cnnuckos
PockomHapg3opa

OunbTpayna SKCTPEMUCTCKUX
maTepuanos 13 cnucka
MwuHuncrepcrBa lOctuuun PO

AHanu3 pyccKkoA3bIYHbIX
VHTEpPHET-pecypcoB

MexaHun3mbl
WHTepHeT-punbTpaynun

bnokupoBska KaTeropui cantos

KoHTeHT-aHanm3 c nogaepxkom
Mopdonorum

be3sonacHbIi nonck
Bernble 1 yepHble CNUCKn
KoHTponb 3arpysku daiinos

BnokrpoBKa BCMbIBaKOLLMX OKOH
1 6aHHepoB

AHTUBUpPYCHas NpoBepkKa Tpadurka
Ha ocHoBe DCl-TexHonorum

Coepa npnmeHeHunA

UserGate Web Filter ncnonb3syetcs:

0bpa3oBaTenbHbIMU
yUPEXAEHVAMN 15 3aLLUUTHI
JeTel OT BpeaHon MHGOPMaLIN
Y YOBNETBOPEHMA TpeboBaHWIA
Ha[130PHbIX OPTraHoB.;

BnagenbLamm Touek nyeanyHoro
Wi-Fi poctyna pna cootseTcTByA
TpeboBaHuam O3-436;

NHTepHET-NPOoBaaepaMu Ans
npeAoCTaBNeHNA NONb30BaTENAM
JOMONHUTENBHON YTy
NHTePHET-GUNBTPALINY;

KOMMEPYECKMMI OPraHn3aLmsamm,
pelas npobnemy HelleneBoro
MCNONb30BaHMS Pabouero BpemeHu
11 3aLLUMTHI OT UHTEPHET-YTPO3.

Hac Bbi6upator:
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bnokunposka
KaTeropum cantos

UserGate Web Filter ucnons3syet 8 pabo-
Te 6a3y 3NeKTPOHHbIX PeCypCoB, pasae-
NEeHHBbIX AN1A ynobCcTsa Ha KaTeropun.

Habop calitoB HacumTbiBaeT bonee 500
MUANIMOHOB aApecoB. ba3a exevyacHo
MONOMHAETCA apPeCaMm HOBbIX 3apaKeH-
HbIX M1 CKOMMPOMETVUPOBAHHbIX CaTOB.

Ocoban paboTta NPOBOAMTCA NO KaTeropu3a-
LMW PYCCKOA3BIYHBIX PECYPCOB, HAXOAALLMX-
CA B HaUMOHanbHbIX .ru, .su, .pd, .kz, .ua, by

1 B Opyrmnx OOLMX M HAUMOHabHbBIX JOMEHaX.

Ncnonb3oBaHume ICAP

[na dunbrpaumm Beb-Tpaduka UserGate
Web Filter moxeT paboTaTtb uepes cobCcTBeH-
HbIl MPOKCK-CEPBEP UMK e BbICTYNaTb

B ponu ICAP-cepBepa, npvHMMatoLLero Ha
dunbTpaumio 3anpockl ot ICAP-knneHTa.

B kauectse ICAP-KIMeHTa MOTyT BbICTY-
naTb NpoKcK-cepaepa Squid, Microsoft
ISA server, obopynosarue Cisco, Juniper
1 Apyrue NpoayKTbl, NOAAEPKMBal0-
wme paboty no npotokosy ICAP.

MoapepxkKa npotokona Radius

[ns yno6cTBa aAMMHUCTPUPOBAHMA 6OMbLIO-
ro KONMMYeCTBa NoMb3oBaTenel B NpoayKTy
peann3oBaHa BO3MOXHOCTb ANHAMMYECKOTO
OOHOBMEHVA MAPAMETPOB MONb30BaTENEN

C nomoulblo npoTokona Radius accounting.

MOHUTOPUHI 1 CTaTUCTUKA
[poAyKT NpeasaraeT CTaTucTUKy Nno noce-

LLIEHHBIM KaTeropysam CaiTos, No pa3spe-
LIEHHBIM 1 BIOKMPOBAHHbBIM XUTaM.

bnokuposka 6aHHepoB
1 BCMJbIBAOLWMX OKOH

UserGate Web Filter moxeT 6nokumpo-
BaTb GaHHepbl 1 BCMbIBalOLLIME OKHa.

B pAge cnyuaeB Ha caltax oTobpaxaeTca
KOHTEHT 13 6aHHEePHbIX CeTel, He UMelo-
LMV OTHOLWEHMA K BRagenbLam CalTos.

Kak cnencTeue, 3mn 6aHHepr 4acTto
CoAepxaT HexenatesbHble o6pa3b|
M MOTYT CCbl/1aTb Ha OMacHble pecypChl.

«Bblpe3saHue» Takux 6aHHEPOB ABNA-
eTcs 3bdeKTMBHON Mepol 3aLLM T
11 3HaUMTENbHO NoBbIWaeT be3onac-
HOCTb MCMOMb30BaHNA MHTEPHETA.

Benble n yepHble cnuckn

UserGate Web Filter nopaepxwvsaet
PabOoTy C «UePHBIMI» U «BEMbIMIY CMINCKA-
MW SMEKTPOHHbIX pecypcos. [locTyn

K CaiiTam, BXOAALIMM B flaHHble Habopbl,
GIOKMPYETCA MW PaspelaeTca Hesa-
BUCVIMO OT APYr1X HACTPOEK MNPOYKTA.

B peleHnn peann3osaHa BO3MOX-
HOCTb MOAMUCKM Ha CMIWCKM CaiTOB,
B TOM UMC1e 3ampelleHHble rocyaap-
CTBOM Ha befiepasnbHOM YPOoBHe.

Ounbrpauna HTTPS-Ttpaduka

Hapsaay ¢ 06blYHbBIM HELIMGPOBAHHBIM
Tpadukom UserGate Web Filter moxeT
6bITb HacTpoeH ana dunsTpaummn HTTPS-
Tpaduka. [pu 3ToM cepsep Ha nety
OCyLLeCTBNAET NOAMEHY CepTudMKaTa

1 MOPGONOrMYecKyto GunsTPaLIo.

Mpw obpaboTke HTTPS-Tpaduika
UserGate Web Filter ncnonb3yet
NOJMHbI HAbOP MeToA0B dUNLTPALIUM.

AHTMBUPYCHaA NpoBepKa
3arpy»KaemMoro KOHTeHTa

BCTpOeHHble aHTUBMPYCHbIE MOAYIIN
OT KOMMaHuWin Avira v Jlabopatopum
Kacnepckoro ocylecTsnatoT
NPOBEPKY BCETO 3arpy’Kaemoro
uepes NHTEPHET KOHTEHTa, BK/0Yan
bainbl (exe, doc, mp3, avi v 1.4,

KoHTeHTHasa ¢unbrpauus,
OCHOBaHHasA Ha TeXHosNornmn
Deep Content Inspection (DCI)

MpoayKT ocyliecTsnseT Mmopdo-
NOrMYeCcKnii aHanm3 Beb-cTpaHmL

Ha Hanvyme onpeaeneHHbIX C/oB

11 CNOBOCOYETaHUI. Takon Noaxoq
MO3BOSIAET KOHTPONMPOBATb JOCTYM
K KOHKPETHbIM pa3aenam carta unn
K CTpaHuLe couceTn, bnora, dopyma.

[na mopdonormyeckoro aHanm-

3a MCNONb3YTCA CneuranbHble
eXeAHeBHO OOHOBMAEMblE CI0BapH,
cofeprallme CIncKU MaTepuranos,
3anpeleHHbIX MrHUCTepCTBOM
tOcTuumnm Poccninckor @epepauny,
Habopbl C/IOB MO TakMM TeMam, Kak
«[MopHorpadusy, «Teppoprnsmy,
«HeueH3ypHble BbipaxeHua», «Cynumay,
«HapKoTWKI», «A3apTHBIE UMPbI».

KswwunpoBaHne

3HaumTeNbHAA YaCTb 3arpyxae-
MOTO Pa3HbIMK MOJIb30BaTENAMN
KOHTEeHTa NaeHTnYHa. (D)/HKLJ,I/IH
K3WMPOBaHA NO3BOJIAET n3bexaTb
FIOBTOpHOI7I 3arpysku ogHoro 1 toro
Ke KOHTeHTa 1, Kak cneacTtsue,
YBENNYNTb CKOPOCTb 3arpy3Kkun
Havbonee nocellaemblx CanToB.
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