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ViPNet
TDR

PeleHre No obHapy>XeHuto
M NpeAoTBPALLEHNIO KOMMbIOTEPHbIX aTak




MaccoBoe ncnosb3oBaHMe MOBUAbHbIX YCTPOUCTB, IHTepHeTa Bellen

1 0BNaUHBIX PECYPCOB M3MEHWUNO MOAXOAbI K 3aLLUTe MHHOPMALUW.
TpaAVLMOHHBIX Mep HeZOCTaTOUYHO A/1f TOrO, YTOObI HE TONBbKO 3aLNTUTD,
HO Aaxke onpeAenvTb 3almiLiaeMbli nepumeTp. MNpu 3TOM KOANYECTBO

1 pasHoobpasue yrpo3 nHGopmaLMoHHON 6e30NacHOCTM NOCTOAHHO pacTeT.

KomnaHunam npuxoamntca co3gaBaTtb CUCTEMbI MOHUTOPUWHIA U perncrpauim
cobbitnn VB, a gna nx adpdektneHon pabotel Heobxoamm wTat
BbICOKOK/IACCHbIX CNeLManncToB, CNOCOOHbIX OnepaTMBHO pearnpoBathb

Ha BbIAB/IEHHbIE YTPO3bl.

CHu3nTb 3aTpaThbl U Harpy3ky Ha nepcoHan no3sosseT ViPNet Threat
Detection and Response (TDR). [laHHOe pelueHne cnocobHo
3HaYMTENbHO NMOBBICUTL CYLLECTBYHOLLMI YPOBEHb HE@30MaCcHOCTM BaLLMX
MHPOPMALMOHHBIX CUCTEM, LLEHTPOB 06paboTkM AaHHbIX, paboumx
CTaHLMI NOMb30BaTesIeN, a TakKe CEPBEPOB N TENIEKOMMYHUKALLMOHHOTO
obopysoBaHMa Npu 0bLLeM COKpaLLeHUN GUHAHCOBbLIX 1 BPEMEHHBbIX
3aTpaT Ha BbIiIBIEHME U pearnpoBaHne Ha nHumnaeHTol Vb.

[MPEUMYWECTBA]

1 CokpalleHne cpefHero BpemMmeHy obHapy>XeHUs MHUnAeHTa
¢ 30 4O 2 MMHYT NO CPaBHEHWIO C PYYHbIM aHaAN30M COBbITUIA
KBaMPUUMPOBAHHbBIM CMeLaincTom

CHWXKEHMe 3aTpaT Ha 3KCMayaTaumio CMCTeMbl OBHapPY>KEHNA BTOPXKEHWI
3a CcYeT COoKpaLLEeHNs Harpy3ky Ha NepcoHas, 0b6Cay>KMBALOLLUI CUCTEMY,
N CHUXeHUA TpeboBaHMIM K Ux kBannbrkaumm

YnpoueHne pearmpoBaHusa Ha yrpo3bl MHGOPMaLMOHHON Be3onacHoCTH
6narogapa aBTomatTU4eckn GopMrpyemMbiM peKOMeHAaLMAM
1 aBTOMaTMYeCcKOMy cO0py CBA3aHHbIX C MHLMAEHTOM COObITUIA

Bo3MOXHOCTb NpeaocTaBAeHNs JONOJHUTENbHbIX CEPBUCOB, B TOM YnCae
yrny61eHHOro NpoBeAeHNs paccaefoBaHNs UHLNAEHTOB MHGOPMaLMOHHOM
6e30MacHOCTN BbICOKOKBaANPULMPOBAHHBIMU aHaAUTUKAMMN KOMMaHUK

«[epcnekTUBHbIA MOHUTOPUHT»




ViPNet Threat Detection and Response

[NPEJLOCTABNSAEMbLIE BO3MOXHOCTM]

ObecneyeHne HempepbIBHOrO npoLiecca
MOHWTOPWHra yrpo3 MHPOPMaLMOHHOW
6e30nacHOCTM 1 0bHapy>XeHWA
KOMMbIOTEPHbIX aTak

BbisBneHMe yrpo3 B peanbHOM
BPEMEHW C peKoMeHAaL el
Mo UX onepaTMBHOMY YCTPaHEHWHO

lMogaep>xka npouecca

NpPOBeAEHNs paccnesoBaHNin

MO MHUWAEHTaAM 1 MOMOLLb

B NMPUHATUW PeLLUeHna cneymanncrtam
no nHPopmaLMoHHON He3onacHOCTK

[COCTAB PEWEHU4A]

3BneyeHmne NosesHbIX ypoKoB

N3 MHUMAEHTOB M NpeaoTBpaLLeHne
NX MOBTOPEHMS C MOMOLLbIO
HaKOMNEHHbIX 3HAHUA 06 NHLMAEHTaX

MpeaocTaBaeHne pyKoBOACTBY

1 KOHTPOAMNPYIOLLMM OpraHam
CBOAHbIX OTYETOB MO OH6HAPYXKEHHbIM
yrpo3am 1 MHUMAEeHTaM

MNepepava nHpopmaLmnn
O KOMIMbIOTEPHbIX MHLMAEHTaX
B HKLLKW TocCOlKA

@ ViPNet IDS NS }
cmcTeMa OBHapYKEHMA BTOPXEHMI YPOBHA CETU
ViPNet IDS HS
HS cmMcTemMa ObHapyXeHWs BTOPXKEHWIM YPOBHS y3Na

ViPNet TIAS
°> cMCTEMA MHTENNEKTYaIbHOTO aHaNm3a COObITUI
M aBTOMATNYECKOTrO BblABNEHMA MHLIMAEHTOB

ViPNet IDS MC
LIeHTPaNN30BaHHaA KOHCOb YNpaBieHWA

KOMIMOHEHTaMM peLlleHnA
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PucyHok 2. CxemMa noak/itoueHUs B BUPTya/ibHOW ceTn




BHewHne NC

ViPNet Threat Detection and Response

o @e

E-mail

e-¢- @

ViPNet IDS NS

CEF 20

ViPNet TIAS

ViPNet IDS MC

®opmat HKLIKA

ViPNet IDS HS
Server

[CLEHAPUXM WNCNONIb30BAHNS]

1

CeHcopbl cncteM
06Hapy>XeHNA BTOPXKEHWM
Ha OCHOBe aHanu3a

Tpaduka B ceTM 1 COObITUN
Ha KOHeUHbIX YCTPOMCTBaX
perncTpupyroT cobbITUS
NHPOPMaLMOHHON
6e30MmacHOCT 1 OTNPaBASAIOT
NHbOPMaLMIO O HUX

B ViPNet TIAS

ViPNet TIAS arpervpyet
NHGOPMaLMIO O COBLITUAX
CEHCOPOB, HOpManusyeT

n coxpaHsaeT ux B b/l

ViPNet TIAS ¢ nomoLubto
MeTanpasua 1 06y4YeHHON
MaTeMaTn4eckon MOAENM
NPUHATAS peLleHni
aHanu3npyeT BeCb NOTOK
BXOAALLMX COBbITUIM

W BbISBASAET 4eACTBUTE/IbHO
3HaYMMble Yrpo3bl, C 60LLLION
Jonei BepoATHOCTU
ABNAIOLLMECS VHLMAEHTaMM
NHPOPMaLMOHHOM
6e3onacHoCTK

4

Mpwn obHapy>xeHnn
NOAO3PEHNIN Ha MHLMAEHT
ViPNet TIAS:

* peructpupyet
JaHHbIA dakT B BUAe
KapTOUKWU MHUMAEHTa

* OnpezensieT BCe CBA3aHHble
C MHUWAEHTOM CObbITUSA
Y NPUBA3bIBAET UX
K KapTouKe MHLMAEHTa

* onoseLlaet o pakTe
NoAO3pPEeHNA Ha MHUNAEHT
3anHTEPECOBAHHbIX NNL,
Mo 3/1eKTPOHHON nouTe

* NpeAocTaBaseT
WHCTPYMEHTBI 1 CPEeACTBa
A9 MPOBeAeHUs
pacciaefoBaHus
MO MHUNAEHTY

@

ViPNet IDS HS

Agents

Kanan ynpasneHus

Kanan nepegaumn cobbituii

KaHan nepegaun nHUunaeHTOB

O

6

38

Cneupnanuct no b
paccnesyert BblfAB/lIEHHbIE
CUCTEMOW MHUMAEHTBI

Cneumnanucr

no b npuHnumaeT pelueHne
O NOATBEPXAEHUN
nHUMAeHTa nam o dakte
NOXHOro cpabaTtbiBaHWSA

MNMocne noatsepxaeHNA
nHdopmauua

06 MHUMAeHTe nepesaeTca
BO BHELUHME CUCTEMBI, B T.u.
B TocCOIKA

Cneupnanuct no b
NPOBOAUT MePONPUATUS
Mo YCTpaHEeHUto
NnocneacTBUM MHLMAEHTA

N NPesOTBPALLEHMIO YTPO3,
CBSAI3aHHbIX C UHLUAEHTOM,
COrnacHoO pekoMeHAaumnam,
npeAoCTaBlEHHbIM

B KapTOUKe MHUMAEHTa



) ViPNet IDS NS

[MporpaMMHO-annapaTHbIi KOMMAEKC, ABAAFOLLMIACA
CPeACTBOM OBHapyXeHWs aTtak M BPeAOHOCHOTO
O B ceteBoMm Tpaduike. IMAK ViIPNet IDS NS
YCTaHaBNMBAETCA Ha rPaHMLE CETU C LieNbro
MoBbILWeHMA YPOBHA 3awmuleHHocTy NC, LIO/,
CEepPBEPOB M KOMMYHMKALMOHHOTO 0H0PYAOBaHMS,
APM nonb3oBatenen.




ViPNet IDS NS

[PEWAEMBbIE 3ALAUN]

* BbinosHseT aBTOMaTMyeckoe * Beget xypHan peructpaumm
obHapy>eHwve yrpo3 6e3onacHoCcTu 0b6Hapy>XeHHbIX yrpo3 6e30MnacHOCTM
Ha OCHOBEe AMHAMWYECKOro aHain3a 415 NOCNesyHoLLero aHanmsa, B TOM
ceTeBOro Tpaduka, HaumHas ymcne otobpaxaet reorpapuyeckoe
C KaHaNbHOrO ¥ 3aKaH4MBas MeCTOMOIOXEHNE aTakyHOLLErO
NPUKAa4HbIM YPOBHEM MOAENN 1 aTakyemoro y3108B no ux IP-agpecy
B3aVIMOAEWNCTBUSA OTKPbITbIX C TOYHOCTbIO A0 CTPaHbI M ropoja

cuctem (OSI)
» MNo3BosseT J06aBAATb COBCTBEHHbIE

+ OnosellaeT agMMHUCTpaTopa nonb3oBaTeNbCckue npasuaa Ana
0 COBbITNAX, CBUAETENBCTBYHOLLIMX aHann3a ceTeBoro Tpaduka
O HaNN4MK aTak, BbIABNEHHbIX
B pe3y/nbTaTe aHaan3a ceTeBoro * MNossonser npoussoANTL
Tpaduka, a Takxke 06 0BHapy>eHUN HaCTPOWKY CUTHATYPHbIX MpaBi
BpesoHocHoro MO, nepesaBaemMoro ObHapy>xeHus aTak

B ceTeBOM Tpaduke

* [lo3Bonser yctaHaBAMBaThb
obHoBAeHNA 6a3 npasuA
1 curHatyp BpegoHocHoro 10,

npeaocTtaBadeMbIX NPON3BOAUTENEM




"I ViPMet IDS HS [MSE-HS-03]
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Hs) ViPNet IDS HS

[porpaMMHbIV KOMMAEKC, KOTOPbIN NpeaHa3HadeH
AN OBHapYXeHWs BTOPXEHUM Ha y3/1e Ha OCHOBe
CUTHaTYPHOTO M 3BPUCTMYECKOTO METOAOB
aHan13a nHbopmMaLmm



ViPNet IDS HS

ViPNet IDS HS ncnonb3yertcsa 414 NOBbIWEHWA YPOBHSA
3aMLLEHHOCTUM MHOOPMALMOHHbBIX CUCTEM, LLIEHTPOB
0b6paboTkM gaHHbIX, paboumx CTaHLMIN NONb30OBaTENEN,
CepBEpPOB Y KOMMYHUKALIMOHHOTO 060pyA0BaHUA.

ViPNet IDS HS no3sonseTr 0bHapyxuTb CETEBbIE aTakm

(DoS- 1 DDoS-ataku, paboty TPOAHCKMX MPOTPaMM U APYTKe) 1 aTakm
YPOBHA Y3713 (YCTaHOBKY W 3amMyCcK BPeAOHOCHOTO NPOrpaMMHOro
obecneyeHnsd, KOMNPOMETALMIO YUYETHbIX 3aMMCEN NOAb30BATENEN,
HasMume BpeAOHOCHbIX GarnoB Ha y3ae U Apyrue).

[APXUTEKTYPA MPOAYKTA]

* AreHT — cobupaeT nHGopmaLuio 0 PyHKLMOHMPOBAHNM XOCTOB
Y BbIMOJIHAET ee NepPBMYHbIN aHann3. AreHT npescTaBaseT
cobow MO, koTopoe ycTaHaBAMBaETCA Ha KOMMbIOTepax
nosb3oBaTenen n cepsepax

» CepBep — noay4yaert, XpaHUT 1 aHaAn3mpyeT
NHPOPMaLMIO OT areHToB

» KoHconb ynpaBneHus — rpadmyecknin nHtepdenc
AN yNpaBAeHUs areHTaMy U MOHUTOPWHIA NX COCTOSIHMA

[OYHKLMN]

* Mpov3BoaunT aBTOMaTNUECKOEe OBHapy>eHune * Mpon3BOAUT NOMCK COBBLITUIN B COOTBETCTBUM
KOMMbIOTEPHbIX aTak B CETeBOM Tpadpuke C 3afiaHHbIMU GUABTPaMU
M NOKaNbHbIX aTak Ha YPOBHe
KOHTPOANPYEeMOro y3na * MNo3BosAET aAMUHUCTPATOPY NPOU3BOANTD
HacTpoWkn Ana obecneyeHns oNTUManbHOWM
« OnoBeLaet agMMHUCTPaTopa O COBbITUSAX, pabotbl ViPNet IDS HS no BbisBaeHUto atak
CBWAETENbCTBYHOLLMX O HAMUNK aTak,
BbISIB/IEHHbIX B pe3y/bTaTe aHaan3a CeTeBOro « ObHoBAsET 6asy peLuaroLLmX npasun
Tpadwvka 1 NoOBeAEeHNA KOHTPOANPYEMBbIX Y3/10B OBHapy>eHUs BTOPXXEHUI Ha y3ne
« OTob6paxkaeT cnMcoKk 0BHaPY>KEHHbIX CODObITNN * Hactpausaet v gobasnsiet npasuna
B XXypHane cobbitnii 1 atak ViPNet IDS HS ANA aHann3a NOBEAEHNA KOHTPONPYEMBIX
B PEXMME pPeasbHOrO BPEMEHM Y3/10B 1 CeTeBOro Tpaduika
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) ViPNet TIAS

[1porpaMMHO-annapaTHbIA KOMTIIEKC,
NpeAHa3HaYeHHbIA A5 aHaan3a cobbITUiA
MHOOPMaLIMOHHOM 6e30MacHOCTY,
3aperncTpmpoBaHHbIx ceHcopammn ViPNet IDS,
aBTOMATNYECKOTO BbIABJEHWNA MHLMAEHTOB
MHOOPMALMOHHOM HE30MACHOCTM Ha OCHOBAH MM
MOTOKa 3TWX CODObITUI 1 MPOBEAEHNS PACCNENOBAHUM
MO BbIABJEHHbIM MHLMAEHTAM




[MPUHLMAN PABOTbI]

@ MeTog, 0CHOBaHHbII
- Ha MCMONb30BaHUV MPaBUA

1 3HaHWK 06 yrposax

[OYHKLMN]

* BoinonHsaet c6op cobbiTmm
OT CEHCOPOB CUCTEM OBHapyXeHus
BTop>xeHui ViPNet IDS

o AHanM3|/|pyeT nocrynarowmne
cobbITVSA 1 BbiABAAET MHUWAEHTDbI

» OnoBellaeT 06 NHUWAEHTaXx
yepes BeH-nHTEPdENC
1 NO 3N1IeKTPOHHOM MoYTe

ViPNet TIAS

MeToa MalMHHOrO
0byuyeHnA MaTemMaTM4eCKOM

MOV NPUHATUA peLLeHnin

« MNpepocTaBnseT MHCTPYMEHTbI
ANA NPOBEAEHNs pacciefOBaHUM
Mo MHLMAEHTaM N CAMOCTOATE/IbHOTO
aHanun3a cobbITUM

* [Mo3Boaser nepejaBartb I/lHq)OpMaLI,I/II-O
06 MHUMAEHTaX BO BHELWWHWE CNCTEMDbI

* [Mo3Bonser CI)OpMI/IpOBaTb CBOAHbIE
OTYETbI MO COBLITUAM U MHUMNAEHTAM
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& ViPNet IDS MC

CucteMa LIEHTPaNN30BaHHOIO YNPAaBAEHWS M MOHUTOPUHTA
COCTOSIHMS CEHCOPOB. [peaocTaBnfeT BO3IMOXHOCTb
yNpaBAATb BCEMM KOMMOHEHTaMW peLleHMs.




ViPNet IDS MC

[OYHKLUK]

* YnpaBneHue koHbUrypaumen npasun « O6HOB/IEHNE NPOrPaMMHOrO
obHapy>keHWs aTak CeHCOpPOB obecneyeHns ceHCOpoB

* YnpaBneHue noantmkamm * YnpaBsieHune CTpyKTypoWu
0bHapy>xeHna cobbITnI CEeHCOopOoB
Ha ViPNet IDS HS

* MOHWUTOPWHT
» O6bHOBNEHME Ha3 peLuaroLmnx paboTOoCNOCOBHOCTN CEHCOPOB
NpaBWa Ha CEHCOpPax

» O6HOBIEHME 3KCMEPTHbIX
» O6HoBNeHWe ba3bl cMrHaTyp AaHHble ViPNet TIAS
BpegoHocHoro MO

[MPENMYIWECTBA]

MpocroTta u yao6cTBO NCNONb30BaHUA:

» ABTOMAaTMU3aLMA TUMOBLIX 3a4a4 NO yrpaBJeHNO0 KOMMNOHEeHTaMu
peweHna TDR

* bbICTpbI BBOA B 3KCMlyaTaLMIO KOMMOHEHTOB pelueHna TDR

+ CoKpallleHVe U3eP>KEK Ha pa3BepTbIBaHWE M IKCMyaTaL Mo peLleHus

MyI'IbTVIaPEHAHbIﬁ peXXum 3Kcnsayataunn no3BoJifeT:

» ObecneunTb O4HOBpPEMEHHOE HE3aBUCMOE yrnpaBaeHne ceTeBbiMU
N XOCTOBbIMU CEHCOPaMK, MPpUHaaaeXalwmnx pasiMyHbiM OpraHn3aunam
npv NOMOLLKN NTNYHOTO KabuHeta AAMUNHNCTPATOPa opraHnsaynn

» Co3paBatb 419 KaXA0ro JoMeHa (OpraHun3aumm) yHUKaabHble
KOHbUrypaumm npasua 1 aBTOMaTU4eCku paccbiiatb 3TM KOHGUrypaumm

* Bectn yuet ncnosnb3oBaHnsa 06CayxxmnBaeMbIxX yCTPONCTB
n GopMMpoBaTb OTYET AN CUCTEM BUANMHTa

13



MEPbl MO OBECMEYEHMK BEIOMNACHOCTWU ANA 3HAUMMOIO OBBEKTA KWK,
peannsyemble ¢ NoMoLLbto pewenus (MpunoxeHne k TpeboBaHMAM No obecneveHnto
6e3onacHOCTM 3HauMMbIX 06bekToB KV Poccuniickon ®Pepepaunm, yTBepXAeHHOe
npvkazoM ®CTIK Poccunm ot 25 aekabpsa 2017 r. N 239)

VII. MpepoTBpalleHne BTOp)KeHU (KoMnbloTepHbIx aTak) (COB)

Paspabotka noantuku
npegoTBpaLyeHus

MoANTUKN NpeaoTBpaLLLEHNs BTOPXKEHW pa3pabaTbiBatoTcs KOMMNaHUel
«[epcnekTUBHBIN MOHUTOPVHI» 1 MOCTaBAAOTCA B pelleHne B BUAe 6a3

COB.0 BTOPKEHMI (KOMMBIOTEPHBIX peluaroLLMX NpaBma A CEHCOPOB M 3KCMEPTHbIX AaHHbIX Ana ViPNet TIAS.
aTallf) P B ViPNet IDS NS u ViPNet IDS HS ecTb BO3MOXHOCTb CO34aHMsA COBCTBEHHbIX
(nonb3oBaTeNbCKMX) NPaBUA M MOAUTUK.
O6Hapy>eHune Bce tpeboBaHua PCTIK Poccum k COB n ®CB Poccun k COA ceTeBOro ypoBHs
COB.1 W npegoTBpalyeHme n ypoBHs y3na Bbinoanatotca ViPNet IDS NS u ViPNet IDS HS v noatsep>xaatoTca
KOMTMbIOTEPHbIX aTakK ceptndpukatamm ®CTIK Poccnn n ®Ch Poccum.
COB.2 O6HoBneHne 6a3bl BbinonHseTcsa npoueaypa Bbinycka 1 aBTOMaTUYeCckoro LeHTpasn30BaHHOro

peluaroLLmnx npaBu

o6bHoBneHua BPI1 ana Bcex KOMMOHEHTOB pelueHna ¢ nomoLbio ViPNet IDS MC.

Xll. PearnpoBaHue Ha KOMMNblOTepHble MHUMAEHTbI (MHLL)

Pa3zpaboTka noanTukm

MonnTtnkn pearmnpoBaHMAa Ha KOMNbHOTEPHbIE NHLUWAEHTbI pa3pa6aTb|Bar0Tc;|
3KCnepTaMmm KoMnaHuu <<|_|epCI'|6KTI/IBHbII\/’I MOHWUTOPWHI» Ha OCHOBE aHa/im3a

pearnpoBaHus
MHLU.0 aKTyabHbIX JaHHbIX 06 yrpo3ax, yA3BUMOCTAX, UHCTPYMEHTOB U TEXHWUK
Ha KOMMNbIOTEPHbIE .
R nposegeHua atak. B ViPNet TIAS npouncxoauT BbifiBAEHME HLMAEHTOB 1 AatOTCA
uma peKkoMeHaLMm Mo pearpoBaHNIO Ha HUX.
PeanuzosaHo B ViPNet TIAS. IHUMAEHTbI BbISBASHOTCS aBTOMATUYECKM
MHLLA BbisiBNeHVe KOMMBIOTEPHBIX € MOMOLLbIO MPaBua 06HaPYXKEHNA MHLIMAEHTOB Y MaTeMaTUYeCKOM
: VHLMAEHTOB MOZENV NPUHATUS pelleHnid. VIHUMAEHTbI OAHO3HAYHO UAEHTUDULMPYHOTCA
N PErNCTPUPYIOTCA B CUCTEME.
PeanunszosaHo B ViPNet TIAS HacTpolikoi onoseLleHns
MHdopmmposaHne 3aNHTePeCcOoBaHHbIX UL, O MPOM30LeALIMX HLMAeHTax no e-mail anbo
MHU.2 o KomnbloTepHbIX nepegaven nHGopmaLmn 06 NHLMAEHTE BO BHELLHWe cucTeMbl. EcTb
VHUMAEeHTax BO3MOXHOCTb HAaCTPOMKM MHPOPMMPOBAHMSA B 3aBUCMMOCTM OT KPUTUUYHOCTH
WHUMAEHTA, ero cTaTyca, a TakXe KOHTPOIMPYeMOro cermeHTa.
ViPNet TIAS no3BsossieT MPOBOANTb FNyHOKMIA aHaNN3 KOMMbIOTEPHbIX MHLMAEHTOB
MHL,3 AHann3 KOMMbOTEPHbIX C BO3MO>XHOCTbIO MOVCKa U GUAbTPaLMN AaHHbIX B COOBITUAX, CBA3AHHbIX
: VHLVAEHTOB C HUMAEHTOM, a Takxe NpesocTaBss obpasubl UCXOAHOro Tpadurka N OnvcaHus
npaBua BbiiBJEHWs COBbITUI He3onacHOCTL.
- Kaptouka nHungerta B ViPNet TIAS cogepxut nHdopmaumio o nocTpasaBLumx
YcTpaHeHune nocneacTeum P HIA Acp $opwma, paa
MHU.4 B pe3y/bTaTe KOMMbIOTEPHOTO MHLMAEHTA akTUBAX, @ Tak>ke peKoMeHAaunm
KOMMbIOTEPHBIX MHLUAEHTOB -
MO YCTPaHEHWIO ero MOCNeACTBUN.
MpuHATne me .
P P ViPNet TIAS no3BosifeT co3aaBaTtb CBOAHbIE OTYETbI MO Yrpo3aM U UHLUAEHTaM,
no npepoTBpaLLeHno
MHLU.5 Ha OCHOBaHWW KOTOPbIX MOTYT MAaHNPOBATLCA MEPOMNPUATUA, HanpaBleHHble
NOBTOPHOrO BO3HNKHOBEHUSA
Ha NpeAoTBpaLLeHne NOBTOPHOIO BO3HWKHOBEHWS NHLNAEHTOB.
KOMMbOTEPHBIX MHLUAEHTOB
XpaHeHune .
P ViPNet TIAS obecneunBaeT xpaHeHne MHboOpMaLMK 06 NHLMAEHTAX U CBA3AHHbIX
n 3awmTa nHpopmaumm
MNHL.6 C UHLUMAEHTOM COBLITUAX B TeUeHMe Tpex /ieT. Peann3oBaHbl Bce GYHKLMM 3aLnTbI

O KOMIMbIOTEPHbIX
VHUMAEHTaX

nHbOpMaLMK, NpesbABASEMbIE K CMCTEMAM OBHaPY>XKEHUs BTOPXKEHWN.
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ViPNet Threat Detection and Response

MEPbI 1O SAUNTE WHOOPMAUWW B TWUC W UCNAH ®CT3K POCCUN,
onucaHHble B npukasax N217 ot 11.02.2013 n N221 ot 18.02.2013 obecneurBaembie

C NOMOLLbHO peLlleHnA

VII. O6Hapy>xeHue BTop>keHui (COB)

PaspaboTka npaBua 1 npoueayp

[ns peweHns ITDP npaBuna paspabatbiBatotcs nabopatopuent 3A0
“MepcnekTnBHbIK MoOHUTOPUHT", nMetoLen nnueHsnto GCTIK Poccun.

COB.0 (nonwyk) 96HapyerMﬂ B IDS NS 1 IDS HS ecTb BO3MOXHOCTb HanncaHa COBCTBEHHbIX NpaBu
BTOPXKEHUN
N NOANTUK.
Bce tpeboBaHumsa ®CTIK Poccum k COB 1 ®Ch Poccum k COA ceTeBoro
COB.1 OG6Hapy>xeHve BTOp>XXeHul YPOBHS 1 ypoBHS y3na BbinoaHsarotca ViPNet IDS NS u ViPNet IDS HS
n noareepxaatorca ceptuburkatamm PCTIK Poccum n ®Ch Poccumu.
PeannsoBaHa npoueaypa aBTOMaTUYeCKOro LeHTPaan30BaHHOTO
COB.2 O6HoBnerue 6asel pewuarowynx obHoBneHus BPI ans Bcex koMnoHeHTOB pelleHus. bPI nocraBastoTcs

npasun

nabopatopueit 3A0 "MepcnekTUBHbLIN MOHUTOPUHT".

XIV. BbisBneHMe MHLMAEHTOB U pearmpoBaHue Ha Hux (MHLL)

Paspabotka npasun n npoueayp

MpaBuna BbIABAEHNA UHLMAEHTOB 1 PeKOMeHAaL N No pearnpoBaHmto
Ha HUX pa3pabaTbiBatoTcs akcnepTamu komnaHum 3A0 “TMepcnekTUBHbIN

MHLL.0  (nonuTuk) BbiSBAEHUSA MHLUUAEHTOB  MOHWTOPWHI" HAa OCHOBE aHa/an3a akTyasbHbIX JaHHbIX 06 yrpo3ax,
M pearmpoBaHunsa Ha HUX YA3BUMOCTAX, MHCTPYMEHTOB U TEXHVK NMpoBezeHns aTak. PazpaboTaHHble
npasuia 1 pekomeHAaLum no pearnposaHunto npumeHsatotca B ViPNet TIAS.
OnpepeneHve N1, OTBETCTBEHHbIX PeannsoaHo B ViPNet TIAS ¢ nomoLbto yHKLMW yripaBaeHWs
MHLL.1  3a BbiiBNeHME NHUMAEHTOB no/sb30BaTeNs MU C HaCTPOMKOW PONEBOrO A0CTyMNa K MHPOopMaLLmMm
M pearmpoBaHue Ha HUX 06 MHLUMAEHTaXx.
PeannsoBaHo B ViPNet TIAS. VIHUnAeHTbI OonpesensatoTca aBToMaTUYecku
MHLL.2 Ob6Hapy>eHue, ngeHTudMKaumns C MOMOLLbIO NMPaBW 06HaPYXXeHWA MHLMAEHTOB 1 MaTeMaTUYeCKOn
: M perncrpauuns MHUNAEHTOB MOZENN NPUHATUSA peLleHnin. IHUnaeHTbl OAHO3HAUYHO MAEHTUULMPYHOTCS
PervcTpupyroTcs B CUCTEME.
CBoeBpemMeHHOe NHopMUupoBaHme
JINL, OTBETCTBEHHbIX 3a BbifAB/IeHNEe
VHLMAEHTOB N pearmpoBaHue . ..
LA P P PeannzoBaHo B ViPNet TIAS HacTporikon onoBeLLeHNs 3aMHTepeCcoOBaHHbIX
MHL.3 Ha HUX, O BO3HUKHOBEHUN )
. 1L, O NPOM3OLLEeALLMX MHLMAEHTaxX no e-mail.
VHLUMAEHTOB B MHPOPMaLMOHHOWN
cucTeme noJsib3oBaTteNaMm
M aAMUHUCTpaTopamu
AHann3 MHUNAEHTOB, B TOM ViPNet TIAS no3BonseT NpoBOANTb MONHOLEHHbIV aHaAN3 UHLWAEHTOB,
uncne onpeaesieHMe NCTOYHUKOB npeaocTaBsfa GYyHKLMM MOJHOLLEHHOIO Noncka MHGOpMaLUM B UCXOAHbIX
MHU.4 v npyunH BO3HMKHOBEHMA CObbITMAX (B T.4. C UCMOb30OBAHNEM PETYNSPHbIX BbIPaXeHWI), a Takxe
VMHLMAEHTOB, a Tak)Ke OLeHKa 1X npegocTaBaeHneM o0bpasyoB Tpadrka v ONUCaHUA NPaBu BblSBAEHUSA
nocneacTBumn CcobbITUIN Be3onacHoCTH.
VIHLL5 MpuHaTne mep No ycTpaHeHuo ViPNet TIAS no kaxAoMy 13 BbIABNEHHbIX MHLUAEHTOB NpejocTaBaseT
: nocneacTBUiA MHUUAEHTOB peKkoMeHaLIMm No pearpoBaHNIO U YCTPaHEHNIO NMOCAEACTBUN.
ViPNet TIAS no3BossieT CTpOUTb OTUETbI MO YrPo3aM U MHLMAEHTAM,
MnaHnpoBaHue n NpuHATUE Mep
Ha OCHOBaHWNW KOTOPbIX MOTYT MAaHNPOBATLCA MEPONPUATUS,
MHL.6 no npepoTBpaLleHno NOBTOPHOrO

BO3HUKHOBEHUA NHLUNAEHTOB

HanpaB/ieéHHbIE Ha npeaoTBpalleHne NOBTOPHOro
BO3HUKHOBEHWA NHUNAEHTOB.
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[CEPTUOUKALNS]

®CTIK POCCUKN

 ViPNet IDS 3 B coctaBe ViPNet IDS NS,
ViPNet IDS MC, ViPNet IDS TIAS
Ceptnopukar ®CT3K Poccmm Ha cooTBeTCTBUE
TpeboBaHuam k COB 4 knacca n TAb
no 4 ypoBHO A0BepUA

« ViPNet IDS HS
Ceptundpukar ®CT3K Poccnm Ha cooTBeTCTBUNE
TpeboBaHuam COB 4 knacca 3awuThbl

oCb POCCUKN

 ViPNet IDS 3 B coctaBe ViPNet IDS NS,
ViPNet IDS MC, ViPNet IDS TIAS
Ceptnoukar ®Cb Poccun Ha cooTtBeTCcTBME
TpebosaHmam k COA knacca B

« ViPNet IDS HS
Ceptudpukar ®Cb Poccun Ha cooTBeTCTBUE
TpeboBaHuam k COA knacca b

.A
infotecs N +7 495 737-61

8 800 250-0-260 (becnnaTtHbIh 3BOHOK Mo Poccum)

TDR22_00RU

8 soft@infotecs.ru ﬁ% www.infotecs.ru

hotline@infotecs.ru

npoayKTax 1 ycnyrax sbl MoxeTe 06patntbca B AO «MHpoTeKC». Bce n306paxeHuns ABAAIOTCA NLIb MANKOCTPALMAMM. Bce TeXHMUeCKne XapaKTepucTUKK, BHELHWIA BUA N KOMMNEKTHOCTb
onuncbiBaeMoii NPOAYKLMM MOTYT MeHATLCA 6e3 NpeaBapuTenbHoro ysegomnenus. Cumeonsl ™ nam ® B AoKyMeHTe He NCMO/b3yHoTCA, OAiHaKO, €C/IM He yKa3aHO MHOTO, BCe TOBapHbIe 3Haku
Virtual Private Network B JaHHOM JJ0KyMEHTe 3alLuLLeHbl COOTBETCTBYHOLLMM NPaBOM, KOTOPOe NPUHAANEXMT UX BAaje/bLaM.
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