PYTOKEH



daKTbl 0 KOMNaHUNN

bonee 20 neT Ha pbiHKe

MHPOPMaLMOHHON
6e3onacHoCcTn YHuKanbHble
NPOAYKTbHI
M pelieHusA
Poccunckunn
pa3paboTunk
1 NnponsBoguTesnb
Jlyywne
aKcnepTbl
oTpacnnm

KnueHTbl U3 rocyaapCTBEHHOTO,
KoMMepyeckoro n GuHaHCOBOro
CEermeHToB

KomnaHuna «<AKTUB»

Qiiiiie

bonee 1000
peannsoBaHHbIX
NpPoeKToB

Bxogut B TOIM 20
KoMMaHui B chepe
3aWuTbl HPoOpPMaLUn

Poccuiicknii pa3paboTunk cpeficTB MHGOPMALIMOHHON 6e30MacHOCTH, KpyNHENLLNA B Poccrn npon3BoanTenb 31eKTPOHHbIX
NAeHTNUKATOPOB, SNEKTPOHHbIX KIOYeil 1 pelleHnid AN 3alMTbl NPOrpaMMHoOro obecnedyeHns. KomnaHus 6bina ocHoBaHa

B 1994 rogy 1 cerofHs o6beavHaeT 6peHabl PyTokeH 1 Guardant.

HanpaBneva AeATesIbHOCTN

Guardant — cpencTea 3ainTbl N TNLEH3NPOBAHKA NPOrpaMmMmHOro obecneyeHus.

PyTOKEH — NPOAYKTbl N peLlleHnA B obnactn ayTEHTI/I(I)I/IKaLI,VIVI, 3anTbl I/IHd)OpMaLI,I/IVI

n BHEKTDOHHOVI nognucun.
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PeweHnsa ana rocyaapcTBeHHOro CeKTopa

ObecneyeHune nHdopMaLMOHHO 6e30MaCHOCTU B rOCY[apCTBEHHOM CEKTOPE SKOHOMUKM ABAAETCA BaXKHbIM YCIIOBMEM
bYHKLMOHPOBaHMSA CUCTEM, COAEPKALLUX OTPOMHbIE MAaCCMBbl KOHOVAEHLMANbHbIX AaHHbIX. [1nA peanun3saumm
noTpebHOCTe FOCyAapCTBEHHbIX MPeANPUATUAN B KOMMIEKCHO 3aluyTe MHGOPMaLMM KOMNaHWsA «AKTUBY, BeQyLUWNA
POCCUIACKIMIA MPOU3BOAUTENb annapaTHbIX CPEeLCTB ayTeHTUdMKaLMM 1 3aLuUTbl MHGOpMaLuy, pa3paboTana npoayKTbl

1 pelleHuns nog 6peHfom PyToKeH, HanpaB/ieHHble Ha MOBbILWEHNE YPOBHA MHGOPMaLMOHHON 6e30MacHOCTL
BEAOMCTBEHHbIX OpraHu3aumii. MpoayKunsa PyToKeH ABNAETCA KNOUYEBOW B FOCYAaPCTBEHHbIX MPOEKTax, 6asnpyowmxca
Ha TEXHOJIOTMAX CTPOro ayTeHTUOMKALMM 1 SNEKTPOHHOW NOANMCU. YCTPOCcTBa PyTOKeH 0TBEYatoT BCeM TpeboBaHMAM
POCCUIACKOTO 3aKOHOAATENbCTBA U PErynATopoB. MpoayKTbl U pelueHus PyTokeH nMetoT Bce HeobXoarMble cepTUdUKaTbl
OCB n ®CT3K Poccun.

MoTpe6HOCTN rocyAapCcTBEHHbIX OpraHu3auui

= 3alyMTa CUCTEM S/1EKTPOHHOIO JOKyMeHToobopoTa ®m  be3onacHOCTb KaHanoB nepefayn AaHHbIX

= 3aluTa 3MEKTPOHHOW Nepenucku: WMdpoBaHMe NoYTh, B WHTerpauma co CKY[
SNEKTPOHHaA NOANNCH OTNPABIAEMbIX JOKYMEHTOB m  Peann3auusa poCcCUnCKMX KPUNTOANropuTMoB

= 3awmTa nepcoHanbHbIX AaHHbIX m CootBetcTBUe TpeboBaHuAM OCTIK, OCH

® 3awndpoBaHHOe XpaHeHVe faHHbIX NOSib3oBaTeNA: m  AnbTepHaTVMBa TPAANLIMOHHBIM «XPaHWNLLAMY
naponu, cepTnuKath, KNtoum WnpposaHns KnoueBoi nHpopmaumn (guckeTol, Flash-gucku v np.)

PyTokeH S HAB3 cepT. DCTIK (cepTudpmnkauma OCTIK)

CeptndunuymnposaHHasa Bepcua USB-TokeHa PyTokeH S, B NoCTaBKy KOTOPOro BXOAUT

BCA HeOOXoAUMasa OKYMEHTaL A, MOATBEPKAAET OTCYTCTBME MPOrPaMMHbIX 3aKafokK

1 HeAeKNapUPOBaHHbIX BO3MOXXHOCTEN. PyTOKEH S MOXXHO 1CMonb3oBaTh Npu paboTe

c HpopMauuen, umetowwen rpud «C», n B cuctemax, 06pabaTtbiBatoWMX KOHGUAEHUMANBbHYIO
nHdopmaumio.

PyToken JLM 2.0 cept. DCB (cepTtudukauymna OCB)

PyTokeH SLM 2.0 nmeeT annapaTHyto peann3aLmio HOBbIX KpunTorpaduyeckmx

ctaHgapTos (TOCT P 34.10-2012, TOCT P 34.11-2012 n VKO IOCT P 34.10-2012). B komnnekT
BXOAUT AOKYMEHTaL s, MoATBepKAatoLLas COOTBETCTBYe TpeboBaHuaM K CK3W n cpencteam
3neKTPoHHOM nognucu no knaccam KC1 n KC2 cornacHo N 63-O3.

PekomeHpoOBaHHbIE peweHnA

PyTokeH 2151 (Bepetca ceptudpukaumna 8 OCb

no knaccam KC1, KC2, KC3)

3710 CK3W c annapaTHon peanusauueit anroputmos MOCT Ha 6a3e oTeyeCcTBEHHOrO
MUKpokoHTponnepa MIK51 nponssoactea «MUKPOH», BbIMOSIHEHHOE B BUAE CMAPT-KapTbl Uin
USB-TokeHa. PyTokeH 2151 MOXeT NPUMEeHATLCA ANiA CTPOoron AByxdaKkTopHo ayTeHTUdrKaLmu,
3NEKTPOHHON NOANNCK 1 6€30MacHOro XpPaHeHVA Ktoyen, naponen, undpoBbix cepTndrKaTos
1 apyroi KoHbuaeHUanbHon nHGopmaumm.

Ceptudukarbi

m  Ceptudukat Ha CK3U PytokeH SLIM 2.0 NeCD/124-3400 OCE PO (cooTBeTCTBYET TPebOBaHMAM
K CK3W n cpepctBam Il knaccos KC1, KC2)

m  Ceptudukart Ha MAK PytokeH SLIM N°2592 OCTIK PO (aBnaetca cpeAcTBOM 3aluTbl UHGOpMaLmm
ot HCJ] n cooTtBeTCTBYET KnaccudurKkaLmm no ypoBHIO HAB4)

m  Ceptudukat Ha CK3U PytokeH SLIM NeCD/124-2585 OCB PO (cootBeTcTBYyeT TpeboBaHUAM K CK3U
n cpepctBam 3l knacca KC2)

u  Ceptudukar Ha CMO PytokeH N21461 OCTIK PO (KnaccudurKkauma no ypoBHIO KOHTponA HAB3)

m  Ceptudukat Ha CK3M CmapT-KapTa PyTokeH 3LIM 2.0 2100 NeC®/124-3499 OCB PO
(cooTBeTcTBYeET TpeboBaHuaM K CK3U n cpepacteam 3MM knaccos KC1, KC2)
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PeweHunsa pna 6aHKOB

EX<erofiHo [ONA TpaH3aKUmMii Yepes yaaneHHble CePBUCHI HEYKIOHHO PacTeT, 1 AN GrHaHCOBbIX OpraHy3auuil BaXHO
obecneunTb MakCUMasbHbI ypoBeHb 6e30MacHOCTY Npu paboTe ¢ cMcTeMamm AUCTaHLMOHHOTO 6aHKOBCKOTO
ob6cnyxuBanusa (JB0). MomrMo cooTBeTCTBUS TPebOBAHUAM pPerynaTtopa Heo6xoamnmMo no3aboTrnTbes 06 yaobeTae,
GYHKLMOHANbHOCTU 1 HageXHOCTU VIB-peLleHnii, o6ecneurBatowmx 3aWmTy nonb3oBaTenbCkyx onepayuit. Hosenwune
TEXHONOrMK, pa3paboTaHHble KOMMAHWEN «AKTVB» U peann3oBaHHble B MPOAYKTaX 1 pelleHnsx PyToKeH, no3sonsatoT
bVHAHCOBbBIM OpraHM3aLMAM CyLECTBEHHO MNOBbLICUTH 3aLMLLEHHOCTb KOHGUAEHUMANbHbBIX AaHHbIX. CepTudnuMpoBaHHasn
®CB Poccnu nHelika Npogykuun PyTokeH Ans 6aHKOB rapaHTUpYeT peLleHe Lesioro psaaa 3afady, akTyanbHbIX CerofHs
Ana GUHaHCOBOro ceKTopa:

3awuTa |/|H¢opmau,|/||/| OT HECAaHKUMOHNPOBAHHOIO AOCTyNa
m  HapgexHan SNEeKTPOHHaA NoAMNMUCH NNAaTEXHbIX JOKYMEHTOB

®  3awWuTa MEeKTPOHHON Nepenncki: WindpoBaHve noyTbl,

B (Crporas ayTeHTUdMKaLUA Npu BXoae B UHGOPMALIMOHHbIE B
3M1eKTPOHHasA NOANMCb oTNpaBasemMbix Gpannos

cucTeMmbl
®  3alWyLeHHbIN JOCTYN K KOpNopaTUBHbIM pecypcam

3alynTa nepcoHanbHbIX AaHHbIX ; ) 5
ans i0S- n Android-yctpoiicts

Be3sonacHoe xpaHeHue KnoueBo MHbopmaLmm
KpoccnnatdopmeHHoe nporpamMmmHoe obecneyeHne
= HagexHas ayTeHTMdMKaLuaA npy yaganeHHoM

CooTBeTcTBUE TPebOBaHUAM PErynaTopos
AAMUHNCTPUPOBaHNN

Mepexop Ha HoBble KpunTorpadpunueckme cTaHAapTbl

7 aBrycta 2012 roga ®epepanbHoe areHTCTBO MO TEXHUYECKOMY PerynnpoBaHuio n metponorun (PocctaHaapT) yTBEpANIO
HOBbIe anropyTMbl GOPMUPOBAHMS 1 NMPOBEPKI NIEKTPOHHO MOAMUCY, XELUMPOBAHUA 1 BbIPAabOTKM Kntouel undpoBaHus.
B cooTtBeTCTBMM C NOpAAKOM nepexofa, yteepxaeHHbiM OCB Poccnn, ncnonbsosaHue ctapoit cxembl FOCT P 34.10-2001
ana dopmmposaHua nognucy nocse 31 gekabpa 2018 roga yxe He fonyckaeTca. /I3meHeHNA HeM36eXXHO KOCHYTCA BCEX
6aHKOB, MCMOJIb3YIOLUX POCCUINCKINI anroputm GopmMupoBaHusa nognucu. OLHUM NpUAETCs 0OGHOBUTL cepTUdMKaThI,
LpYrvmM noTpebyeTca 3aMeHa TOKEHOB Y CBOUX KJTIMEHTOB. B CBA3M € 3TM pekoMeHyeTcA 3abnaroBpeMeHHO NePeXoanTb
Ha TOKeHbI, CEpPTUPULMPOBaAHHbBIE Ha COOTBETCTBUE HOBbIM TpeboBaHmam OCB.

KomnaHusa «<AKTuB» pa3pa60Tana NPOAYKTbI N peLlueHnA PyTOKeH, B KOTOPbIX peann3oBaHbl KaK cTapble,
TAaK N HOBbI€ KPpUNTOAJICOPUTMbI, YTO Aie/lae€T BO3MOXKHbIM X NpyMeHeHne B cnctemMmax HBO 6e3 BHeceHuNs
KaKnx-nn6o nsmeHeHum.

PyTtokeHn 3L 2.0

®  3HauuTenbHO ynpoLllaeT nepexoq Ha akTyalJibHble Tpe6OBaHI/Iﬂ perynAaTtopa B 6aHKOBCKOM CceKTope.

m [lomoraeT 3KOHOMUTb pecypcbl 1 cpencTea 6aHKa 3a cueT YMeHbLUeHnA o6bema annapaTtHbIX CK3u,
nognealmx sameHe.
] I'Ipou,ecc nepexoaa NnpoxoanT C HAMEHbLINM CTPeCCOM ANA KNNEHTOB U COTPYAHNKOB 6aHKa.

PyTtokeHn PINPad
m  PelweHune Hanpas/eHO Ha yAOBNETBOPEHNE CaMbIX BbICOKMX 3aMpoCoB NoJib3oBaTens B obnactu
obecneyeHus 6e3onacHOCTU AEeHEXHbIX NepeBoaos.

BaHK nonyyaet MakCMManbHO HafieXXHOe CPefICTBO SMEKTPOHHON MOANUCY C BO3MOXXHOCTbIO
BM3yanu3auuy NoANMCbIBAEMOro AOKYMEHTA B IOBEPEHHON cpee.

®  PucKM nogmeHbl NNaTeXXHoWM MHOPMALMN CBOAATCSA K HYJIHO.

PyToken JLIM Bluetooth

= [IpefgocTaBnAeT BO3MOXHOCTb NOANMCATL MIaTEXHOE NOpyYeHMe Kak Ha CTaLMOHapPHbIX
KOMMbloTepax 1 HOYTOYKax, Tak 1 Ha MOGUIbHBIX YCTPONCTBAX.

= bnarofaps HensBreKaeMoCTy Knioyell NO3BOMAET CHATb OrpaHNyeHne Ha NepeBoabl ANA
I0PUANYECKMX UL, Yepe3 MOOWIbHbIN GaHKIMHT, COXPaHUB NMPU 3TOM AOSIKHbIN ypOBeHb 6e30nacHoCTy.

®@ ® ©

m  O6ecneynBaeT 6€30MacCHOCTb NOAKMIOUYEHNA 33 CUET LWNDPOBAHMA KaHaa POCCUNCKMMI
KpVNTONropUTMamu.

CepTudukarbl
m  Ceptudukat Ha CK3U PytokeH PINPad NeC®/124-2770 OCB PO
(cooTBeTcTBYeET TpeboBaHMAM K CK3U n cpepacteam 3l knaccos KC1, KC2)

CepTrdukat Ha CK3U PyTokeH LI 2.0 NeCD/124-3400 OCB PO (cooTBeTCTBYET TPEGOBAHNAM
K CK3W v cpencteam 3l knaccos KC1, KC2)

m  Ceptudukat Ha CK3M CmapT-KapTa PyTokeH SLIM 2.0 2100 NeC®/124-3499 OCB PO
(cooTtBeTcTBYeT TpeboBaHuAM K CK3W 1 cpepctam 3MM knaccos KC1, KC2)
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PewweHnna ana KopnopaTtnBHOM 6e30nacHOCTH

Mo cTaTnCTrKe, B 6ONBLUNHCTBE POCCUCKMX KOMMaHWI UCNOb3yoTCA Cnabble naponu, Nerko noagatolmecs
KomMmnpomeTaumu. OgHodaKkTopHas ayTeHTUGUKaLMA ABNAETCA YA3BMMbIM 3BEHOM AJ1A Pa3NUYHbIX UHGOPMALIMOHHbIX
CUCTEM, YTO NMO3BONIAET 3/T0YMbILLIEHHVKAM MOJTyYNTb HECAHKLMOHPOBAHHbIW JOCTYMN K KPUTUYHOW MHPOpMaLuK.

[na npepoTBpalleHra NOJo6HbIX aTak KOMMNaHUA «AKTVB» pa3paboTana KoprnopaTrBHble CPeACTBa ayTeHTUdUKaLUK.
[laHHble NPoAYKTbI 1 pelueHrsa 6a3mpytoTca Ha MHOrodaKkTopHoN ayTeHTudmMKaumm ¢ ncnonb3osannem PKI-ceptndukatos,
KJI0YEBbIMY HOCUTENAMYU KOTOPbIX ABNATCA USB-TOKeHbI 1 cCMapT-KapTbl PyTOKEH.

*k*

o

KomnpomeTauus HecaHKLMOHNpPOBaHHbIN
naponei AocTyn

OpHodaKkTOopHasn
ayTeHTUdMnKauma

NMPOBJIEMA

PyTokeH gna Windows

PelueHve no3BonAeT 3a KOPOTKMI CPOK BHEAPUTL annapaTHyto ayTeHTUMKaLuio nonb3oBaTtenen

1 3aLUMTY SNEKTPOHHON NepPenucKm B ceTax Ha 6a3e Microsoft Windows Server. Pytoken ana Windows
NOCTPOEH Ha NPVYIMEHEHNI BCTPOEHHbIX MHCTPYMeHTOB 6e3onacHoCTN Windows 1 3neKTpOHHbIX
naeHTMPMKaTOpOB cemelicTBa PyTOKeH B KauecTBe HocuUTenen KtoueBoi MHpopmaumuu.

PyToken LM PKI

PyTtokeH SLIMN PKI npeaHasHayeH ana 6e3onacHoli AByxdaKTOPHON ayTeHTUMKaLmmn nonb3osaTenen,
reHepaLuy 1 3aWMLLEHHOrO XPaHEHNA KiTlouel WMGPOBaHMWA 1 KIloUel 3/1eKTPOHHON NoanucK,
BbIMONHEHNA WdPOBaHUA U CAMOW SNIEKTPOHHOM NOANMCY «Ha 6OPTY» YCTPOICTBA,

a TaKkxKe XpaHeHWs LMdpPOoBbIX CePTUPUKATOB 1 MHbIX AAHHDIX.

PyTtoken 3LIM SC

KnioueBoi Hocutenb B GopmMaTte CMapT-KapTbl C anmnapaTHONM peanvsaLmnein poccuincknx
CTaHOAPTOB 3/1EKTPOHHON noanucy, WidposaHusa 1 xelwnposaHusa. ObecneurBaet 6esonacHoe
XpaHeHue Koueln SNeKTPOHHO NOAMNMCY BO BCTPOEHHOW 3aLUMLLEHHOM NamMATA

6e3 BO3MOXKHOCTY 1X SKCMopTa.

NMPEANOMXEHUE

o 00 B®®

KopnopatusHbin Single Sign-On

Ob6ecneyriBaeT OCTYN K NAPOAM [/1s1 BCEX MPUNOXKEHWI 13 eQUHON YUYEeTHOM 3anncu.
leHepypyeT Naponu no6oN CIOXKHOCTU U B HEOTPaHNYEHHOM KonmyecTse. ECTb BO3MOXXHOCTb
ABTOMATMYECKOW Neprnognyeckon cmeHbl naponeit. MpegHasHayeH AnA pasfinyHbIX NPUIOXKEHNIA
(web, desktop). Mpwr 3Tom Nonb3oBaTenb He 3HaeT cBou Nnaponu. OTInYHO nHTerprpyetcs ¢ IdM,
CKY[l, cuctemamu yueta pabouero BpemeHwu.

PytokeH KeyBox

CpefcTBO afMUHNCTPUPOBAHNA U YNPABNEHUA XU3HEHHbBIM LIKTOM KJTIOYeBbIX HOCHUTenemn
(USB-ToKeHOB, CMapT-KapT 1 APYriX YCTPOWCTB), OPUEHTUPOBAHHOE Ha MCMOoMb30BaHne

B KOPMOPATMBHbIX CETAX, MOCTPOEHHbIX Ha TexHonoruax Microsoft Windows. PytokeH KeyBox
ABNAECTCA CUCTEMOMN, 0becneurBaloLLiel CBA3b MEXAY YUETHbIMU 3anNunCAMY NoNb30oBaTenen,
CcpeacTBaMu ayTeHTUPUKALY, MPUSTOXKEHNAMU 1 pernameHTamu Vb (kopnopaTreHOM
nonuTrKom 6es3onacHocTy).

YNPABJIEHUE




PYTOKEH

PeweHna ansa yaoctoBepAoLWNX LLeHTPOB

OcHOBHas KOMMETEHLMA YAOCTOBEPAIOLLMX LIEHTPOB — 3TO CO3[aHVe 1 Bblfada cepTudUKaToB KitoUel NpoBepKm
3NEKTPOHHO NnoagnucK. [laHHas 3afjaua peLiaeTc COBMECTHO C NMPOV3BOAMTENAMM KIIOUEBbIX HOCUTENEN.
KomnaHusa «AKTVB» — eJUHCTBEHHAA POCCUINCKas KOMMaHWs, KOTopas peanmnsyeT NosHbIi LUK pa3paboTku
1 MPOV3BOACTBA CPeACTB ayTeHTUdMKaLMM 1 KpunTorpadbuyeckon 3awmtsl uHGopmaLmu.

YTOo HY)KHO yaOCTOBEepAIOWNM LLeHTpam?

B HagexHblin 1 6e30nacHbIN KNoYyeBo HOCUTESTb

= 3awwTa oT Ay6nMpoBaHua Knuei

®  [apaHTWA 6€30MacHOCTY 1 JOSITOBEYHOCTU XpaHeHUA nHdopmaLmmn knneHTos YL

u KOHTpOJ’Ib O0CTynNa noJib3oBaTesia K Knoyesom |/|H¢opmau|/||/|

Tpe6oBaHuAa YL K KNnioueBbIM HOCUTENAM

m  KoHKypeHTHas LeHa
®  WHTerpauma c cepsucamn YL

m  CoBMeCTMMOCTb CO CTOPOHHUMM
npov3BoauTenamu Kpuntorpaduryeckrx cpencts

m  Hanuune ceptndpukato OCTIK, ®CH

PyTokeH S

PyTokeH Lite

m [IpocToTa yCcTaHOBKM U HacTporku MO

= 3awuTa oT Yenoseyeckoro pakTopa

3almLleHHoe XpaHeHue KNioueBol MHbopmaLumn

MocTaBKa B pa3nunyHbix popm-pakTopax
U MHAVBUAYaNbHOe 6peHAMpPOBaHNe

PyTtoken 3LM 2.0

COTHU yBoCTOBEPAIOLLUX LIeHTPOB, PacronoXKeHHbIX Ha BCeit TeppuTopun Poccuiickon ®egepavnu,
MCMOSb3YIOT peLeHns PyToKeH B KauecTBe 3al/LLeHHOro HOCUTENA KiloYa SNIeKTPOHHOM MoAnucK

1 undposoro ceptudukara.

Ham poBepstor

o K4
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JInHeKa NpoAyKTOB N pewweHnin PyTokeH

MonHodyHKUMOHanbHble annapaTHbie CK3U

OJONCORORO

PyTtoken 3L 2.0

CepTtnduupmposaHHble OCB Poccum USB-TOKeHbI 1 cMapT-KapTbl C annapaTHOW peanv3aumell HOBbIX
poccuiicknx KpunTtorpadpuueckmx ctangaptor FOCT P 34.10-2012, TOCT P 34.11-2012, VKO TOCT P
34.10-2012. NMopaepkmBatoTcs Bo Bcex cepTuounumpoBaHHbix FOCT-kKpuntonpoBangepax ¢ peanusaumnen
NoANMCU Ha HeM3BNEKaeMblX Kitoyax. MprmeHaATcAa B UHGOPMALIMOHHbBIX CUCTEMAX C BbICOKMMMN
TpeboBaHMAMY K MHGOPMaLIMOHHOW 6€30MacHOCTI: B AUCTaHLMOHHOM GaHKOBCKOM 06CTYXMBaHNN

1 3NIEKTPOHHOM JJOKYMEHTO060pOTE B rocyapCTBEHHOM CEKTOPE, B TOM yncre B cucteme ETAUC.

PyTtoken 3LIM 2.0 Flash

MonHodyHKLMOHanbHoe CpeCcTBO KpUnTorpadunyeckoi 3awuTbl MHGOPMaLK, KOTOPOe coyeTaeT
BO3MOXXHOCTU 3NEKTPOHHOro ugeHtnédukatopa PytokeH SLUM 2.0 1 3aLyLLeHHOTO XpaHUMLLa AaHHbIX
(oT 4 o 64 I'B). YcTpOICTBO OTNMYAIOT HEMpPEB30MeHHble CKOPOCTHbIE XapaKTEPUCTUKHM, MO3BONAOLWME
«Ha NeTy» Wndposatb, pacndpoBbIBaTh, XELLIMPOBATL U NOANMNCHIBATL 60sblIVie 06beMbl AaHHbIX.
Bnarogaps WMpoKnm BO3MOXHOCTAM yrpasnieHuns Flash-namATbio TOKeH NpuUMeHAeTcA B cnelmanbHbIX
npoeKTax Mo 3alute MHopmMaLuu.

PytokeH LI Bluetooth

He nmetowee aHanoros nonHopyHkumoHanbHoe CK3W, npepgHasHaueHHoe Ansa 6e30MacHOro XxpaHeHus

1 1CMNOMb30BaHMNA KioYen WPpoBaHMA 1 SNEKTPOHHON NOANMNCY Ha cMapTdOHaX U NiaHLIeTax nog
ynpasneHuem iOS n Android. Bnarogaps KomnakTHoMy Kopnycy yAo6HO B MOBCEAHEBHOM M1CMOMb30BaHNN.
BcTpoeHHbIN akkyMynsaTop NogaepKusaeT paboTy 0 HECKONbKUX Heflenb NPy NCNONb30BaHMM NO
npoTokony Bluetooth. Mpwu nogknioueHnn no USB-uHtepdeiicy dyHKUMOHMpPYeT Kak PyTokeH LM 2.0.

PyTtokeH PINPad

MNepsoe ceptndunumposaHHoe OCH Poccun pelueHne, no3sonatlLLee BU3yann3mpoBaTb NOAMNNCbIBAEMbIN
JOKYMEHT B JOBEPEHHON Cpefie HEMOCPeACTBEHHO Nepes Co34aHNEM SNIEKTPOHHOWN NOANUCU.

3710 nonHodyHKUMoHanbHoe CK3/ 3awmiwaeT oT noaaenbHbix caToB (GULLKMHIA), aTak NPy NOMOLLM
CpeAcCTB yAaneHHoro ynpasfieHus, MoAMEHbI COAEPXKMMOro AOKYMeHTa Npu nepefaye Ha Noanucb
(aTaka Man-in-the-middle).

PytokeH 2151

CK3W c annapaTHol peanu3aymeit anroputmos NOCT Ha 6a3e oTeUeCcTBEHHOO MUKPOKOHTPOIepa
MIK51 npounssoactea «MUKPOH», BbINOIHEHHOE B BUAe CMapT-KapTbl uian USB-TokeHa. PyTokeH 2151
MOXeT NPUMEHATbLCA ANIA CTPOrol AByx$akTOPHON ayTeHTUdMKALMK, SNEKTPOHHOW NOAMUCA

1 6€30MacHOro XpaHeHMs Kiioyelt, naponen, LudppoBbix cepTrdUKATOB 1 APYroi KOHUAEHLMANbHON
nHdopmaumm. PytokeH 2151 — 310 PyTokeH 3L 2.0, co3naHHbI Ha 6a3e poccMnCcKoro ymna.

CpeacTBa XpaHeHUA KnoyeBon nHpopmauymm

» @

PyTokeH S

USB-TOKeH AnA HafeXKHOro xpaHeHuA KoHTenHepos MOCT-KpuntonpoBanaepos v ApYrux Koyen
WdPOBAHUA N SNEKTPOHHOW MOAMMCY BO BCTPOEHHON 3alULLEHHON NaMATH YCTPOWCTBA, B KOTOPOM
Ha annapaTHOM YpOBHe peann3oBaH POCCMNCKUN cTaHaapT wudposaHua FOCT 28147-89.
MprMeHseTcA B NONYNAPHbIX CUMCTEMAX, UCMOJb3YIOLNX KBANMOULNPOBAHHYIO YCUNEHHYIO
3neKTPOoHHyto noanuce. Ceptuduruymnposad OCB n GCTIK Poccun.

PyTokeH Lite

USB-TOKeH AnA HafeXKHOro XxpaHeHuA KoHTenHepos MOCT-KpuntonpoBanaepos v ApYrux Koyen
LWdPOBAHUA 1 SNEKTPOHHOW NMOAMMUCH BO BCTPOEHHON 3alMLLEHHON NaMATY YCTPONCTBa.
MpumeHAeTCA B MaCCOBbIX CUCTEMAX, UCMOSb3YOLWNX KBAaNUOULNPOBAHHYIO YCUEHHYIO SNIEKTPOHHYIO
nognuco. MocTaensetca B popm-dpakTopax USB-TokeHa, MUKPO-TOKEHA U KapTbl MaMaT microSD.

Bce ncnonHeHuns PyTtokeH Lite ceptudmumposarbl OCTIK Poccun.



PYTOKEH

KopnopaTuBHble cpecTBa ayTeHTUGUKaunm

PyTtoken UM PKI

ONeKTPOHHbIV MAEHTUDMKATOP C paclUMPEHHO NOAAEPKKON MeXAYHAPOAHbIX KpunTorpaduryeckmx
ANropuUTMOB, KOTOPbIN 06/1aAaET BbICOKMMM CKOPOCTHLIMM XapakTepuctukamm RSA-1024 n RSA-2048.
PyTokeH SLM PKI npepaHa3HaueH ana AByxpakTopHON ayTeHTUdUKaLum nonb3osaTenel, 3alyLLeHHOro
XPaHEHUA KNioyel 1 Co3laHnA SNeKTPOHHON noanucu. PekomeHayeTca Ana 3awwmuTtbl HGopmaumm
(winlogon, vdi, 3n1eKTPOHHbIV JOKYMEHTOOOOPOT, SNEKTPOHHAA NoYTa) B KOPNOPaTUBHbBIX
MHGOPMALIMIOHHBIX CMCTEMAX.

Pytoken LM SC

PyTtokeH 3UIM B dopmaTe cMapT-KapTbl C annapaTHOW peanu3aumein POCCUNCKMX CTaHAAPTOB 1IEKTPOHHON
nognucu, WndpoBaHmaA 1 xelwmpoBaHuA. lNoaaepxrBaeTca Bo Bcex cepTrduumpoBaHHbix NOCT-
KpunTonpoBalfepax C peannsaumert NOANUCK Ha Hen3BieKaeMbIx Kitoyax. Dopm-dpakTop cmapT-KapTbl
No3BOJIAET CO3/laBaTb KOMM/IEKCHbIE peLleHA: NeyaTb Ha KapTe AN HY>K, MPONyCKHOW CUCTEMbI,
BHeapeHue RFID-metku ana CKYl n ncnonb3oBaHWe yCTPONCTBa AN peLueHus Npobiaem MHPOopMaLMoHHOM
6e3onacHocTW. CMapT-KapTbl MOTYT NMOCTaBNATLCA B KOMMJIEKTE CO CUMTbiBaTeNieM (puaepom).

CpepactBa 6e30nacHOro goctyna K KopnopatnBHbim UT-cucremam
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PytokeHn VPN

KomnnekcHoe pelueHve ana 6e3onacHoro JocTyna K KoprnopaTtreHbiM UT-cuctemam 13 noboi TouKm
MMPa, NpegHa3HaYeHHoe A1 HaAeXHON 3alnTbl UHGOPMALIMM NPY YAANEHHbIX NOAKIOYEHNAX.
MpeanbHo noaxoaut ans pelueHus 3agay Vb manoro n cpeHero 6usHeca. PytokeH VPN 6a3upyetca
Ha OpenVPN 1 3aKpbITbIX KJTloUax, XpaHALWMXCA Ha 6opTy USB-TokeHOB unu cmapT-KapT PyTokeH SLIM.
OCHOBHOE MpPerMyLLEeCTBO PeLIeHWs - MPOCTOTa HaCTPOMKN 1 aMUHUCTPUPOBAHUA.

PyTokeH Jlorox

MporpamMmHbI NPOAYKT, NpeAHa3HAUYEHHbIN ANs pelleHns Npobnembl «Cnabbix» naponei. Mpoaykt
MO3BOJIAET 38 KOPOTKMI CPOK 3aMEHNTb TPAANLIMOHHYI0 He6E30MaCHYI0 MAapOoNbHYIO ayTEHTUGUKALMIO
Ha KoMMbloTepax nonb3oBatesnen nog ynpasneHnem MS Windows Ha 6e3onacHyto AByxXpaKTopHyHo
ayTeHTUMKALMIO C MCMONb30BAaHUEM CMAPT-KAapT U ToKeHOB PyTokeH. OcHOBa NpoayKTa —
3awmuieHHbIn Credential Provider, pa3paboTaHHblii cneyuanmictamm KOMnaHum «AKTHBY.

CpeactBo ana pa6otbl ¢ CK3U PyTokeH 3L n3 6paysepa

PyTokeH MNnarux

PelueHvie ana aneKTpoHHON nognucy, WidpoBaHua 1 AByxdakTopHO ayTeHTMdrKaumm ansa Web-
1 SaaS-cepsucos. MoanaepxrBaeT Bce coBpeMeHHble 6pay3epbl - Google Chrome, Internet Explorer,
Mozilla Firefox, Opera. JoctyneH gna OC Windows, Linux n MacOS. B npogyKTe ucnonb3yetcs
annapaTHas peann3auma POCCUNCKMX KpUNTorpapruueckmx anropuTmMoB «Ha 6opTy» yCTPOCTB
PyTokeH SLM, PytokeH Web 1 PytokeH PINPad.

Cpe,qCTBO AAMNHUCTPpPOBaAHNA 1 ynpaBJieHNA XKXKN3HeHHbIM LUNK/IOM TOKEHOB

&

PyTokeH KeyBox

PelueHne opreHTMPOBaHO Ha NCMOMb30BaHNE B KOPNOPATUBHbIX CETAX, MOCTPOEHHbIX Ha TEXHONIOTMAX
Microsoft Windows, KoTopoe o6ecneumBaeT cBsi3b MeXAy YYETHbIMY 3aMUCAMU NoSb3oBaTenen, CpeacTBamu
ayTeHTUdUKaLUW, NpUnoxeHnamn n pernameHtamu Mb (kopnopatneHoi nonutukoi 6esonacHocTy).
Monb3oBaTensam, CMCTEMHbIM aAMUHUCTPATOPaM ¥ COTPYLHUKaM CNy»KObl MOALE P KM NPeAoCTaBNATCA
BCe HEOOXOAMMbIE OMepaLuK, CBA3aHHbIE C XKU3HEHHBIM LIKIOM UX KNOYEBbIX HOCUTeNeln. Bxogut

B «EQnHBIN peecTp poccuinckmx nporpamm anst 3BM n 6a3 gaHHbIx» (Mpuka3s MuHKomMcBs3u Poccun

0T 28.03.2017 N2146).




PYTOKEH

TonbKo NHANBVAYANbHbIN NOAXOA

Oﬁnanaﬂ MHOTIONeTHUM OMbITOM NPOU3BOACTBA TUPAXHbIX MPOrpaMMHO-annapaTHbIX CPeACTB 3allinTbl VIH¢0pMaU,VIVI,
Mbl FOTOBbI CO3aTb U ,D,OpaGOTaTb ONA BaC 3aKa3HOe pelleHne, ncxoga ns I'IOTpeﬁHOCTEIZ BalLero 6r3Heca.

Hawun BO3MOXXHOCTHN

m  Co3aaHvie OpUrMHasbHbIX PELLUEHWNI «MOJ KioY», B TOM YMCIe COBMECTHO C TEXHOOrMYeCKMMI NapTHepamm.
B [lopaboTKa 1 aganTtauus yxe UMelLeincs NporpaMMHo-annapaTHoOM NnatGopmbl C yUeTOM TEKYLLMX NOTPeOHOCTEN.

m  Peanusauyus OEM-npoekToB (aHrn. original equipment manufacturer — «opurmHanbHbI NpPov3BoAUTENb
060pynoBaHUA»), HaMpPaBAeHHbIX Ha CO3[jaHNe YCTPOMCTB C HEOOXOAMMON 3aKa3urKy MPOrpPamMMHON 1 annapaTHOW
cneunduKaymen Ha 6ase annapatHoli nnatdopmbl PyTokeH 1 Guardant.

m  Pa3paboTka aneKTpoHHbIX USB-ycTponcTs Ha 6a3e cMapT-KapT U YMMNOB 3aKa3uukKa.

B /lHavBuAYyanbHbliA AU3aiiH YCTPOCTB C UCMOMb30BaHNEM 311EMEHTOB GIPMEHHOIO CTUMA 3aKa3uyKa.

Ham poBepsior
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MUHUCTEPCTBO
3OAPABOOXPAHEHUA
POCCUNCKOU ®EOEPALIUUA

DepepanbHoe
Ka3Ha4elCTBO

denepanbHas cryskb6a
CYMIeOHBIX MTPMCTABOB

Mo Bcem nHTepecyoLwmm Bonpocam obpataritech no tenedpoHy +7 495 925-77-90
WU NULIWTE Ha afpec ANEKTPOHHOW nouTsl info@rutoken.ru.




